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Transparency versus secrecy, openness versus control
Data leaks bring out new information in an accelerated hybrid media environment; however, the ethical and ideological debates, tactics and targets of leaktivism are by all accounts: not new at all. The demands, tactics and politics of whistleblowers, leaktivists, or public interest hackers are as old and modernist as politics back in the twentieth century, if not before: transparency, participation, power, democracy, equality, anti-corruption, reform, revolution, insurgency, propaganda, information warfare, espionage and so on.
Nevertheless, these actors are operating in a highly hybrid media environment, which is unprecedentedly vast, voluminous, networked, global, and moreover corporatized and controlled by global trusted networks (Karatzogianni and Gak 2015) . A case in point, the biggest leak so far: Panama Papers, or, as was later adopted after protests from the Panamanian government, the Mossack Fonseca Papers (released 2015), belonging to the law firm and corporate service provider Mossack Fonseca, involves 11.5 million leaked documents and 214,488 offshore entities. An activist calling themselves 'John Doe' leaked the papers to Bastian Obermayer from Süddeutsche Zeitung (SZ) and explained his motivation was inequality and the injustices their contents described. SZ asked the help of the International Consortium of Investigative Journalists (ICIJ), and eventually 107 media organizations from 80 countries collaborated to bring stories out starting from spring 2016. In terms of size at 2.6 terabytes, this is the biggest leak historically. It is also yet another example (with the WikiLeaks and Snowden affairs) of the transformations that journalism is undergoing in terms of extensive use of data software tools and the transnational collaboration involved. One needs to read minimum of a hundred pages before grasping only a very basic understanding of actors, relationships, and elites in the countries involved in the truly vast amount of documentation leaked (https://panamapapers.icij.org).
Although the Mossack Fonseca is in terms of size the biggest leak in history, implicating elites around the globe, to my analysis undoubtedly the most visible and continuous impact in the arena of cyber conflict and global politics is from WikiLeaks especially starting from the 'Collateral Damage' video in the summer of 2010 (on WikiLeaks's ideological and organization conflicts and the politics of emotion see Karatzogianni 2012) . We found in examining scholarship between 2010 -2012 (Karatzogianni and Robinson 2014 , that in international relations (IR) and related disciplines, including diplomacy studies, the main focus is on transparency versus secrecy: the ethics of whistleblowing versus national security, the impact of leaks on the 'war on terror' and American foreign policy. In disciplines more closely aligned to the social such as culture, media, communication studies, and sociology, the major debate is between openness versus control: here, issues include the relationship between WikiLeaks and the hacker ethic, the constraint of overwhelming state power, the emergence of a global digital public sphere, the changing relationships between old and new media, and the emergence of shifts in social relationships marked by the current wave of social movements and their use of ICTs. These differences emerge for a particular reason: the framing of the state-network conflict through the gaze of the state, or from an interpretive standpoint framed by the attempt to understand the social: the people's standpoint. (https://twitter.com/DCleaks_?lang=en). Initially it was thought to be a rightwing political-opposition researcher outlet and not hackers/hacktivists, because of how the site and its digital structure were set up. However, in subsequent analysis what dominated global media discourse is that it was another front being used by Russian intelligence. Analysis from cybersecurity firms linked DCLeaks to both 'Guccifer 2.0' (a hacker calling himself Guccifer 2.0 and purporting to be Romanian initially took credit for the DNC hack: that claim was viewed skeptically, in part because the hacker didn't appear to Angel', which transforms a Samsung TV model F8000 into a listening device when it appears to be switched off and sends the recording to a CIA server.
CIA also uses the US consulate in Frankfurt as a covert base for its hackers covering Europe, the Middle East and Africa and the whole world knows.
Leaktivism's discontents
Leaktivism puts intelligence agencies in an impossible position of forced transparency, which has transformed business as usual in the spy business, ever since the first WikiLeaks documents on Iraq and Afghanistan, with Snowden's death nail documenting the pervasive complete structural metadata acquisition by the NSA. Ultimately, the US has been unable to protect its secrets since 2010, and this puts the intelligence communities and US allies in a world where secrecy is now impossible, even when devices are switched off. It places individual citizens in world where privacy is a victim of longstanding political domestic and international conflicts and intelligence predatory cyberwar tactics with no accountability or oversight, no effective action to get a grip on leaks, and where tech companies are the last to know about vulnerabilities on their systems, like the cheated husband. It is a world of hack or be hacked.
The political economy of the digital environments involved is significant here. This is a particular problem in the articulation of digital politics: the process of This ménage à trois of 'trusted' global networks -governments, corporations and NGOs -are holding a de facto mandate, and effective planning power, in the digital field. They clothe themselves in a bastardized version of publicness, and in this guise usurp the political agency of individual members of society.
In fact, these three supposedly trusted networks constitute an oligopoly that dominates the space in which governance is negotiated. They relegate the individual to a place of marginality, from where they are only able to address the threat of surveilling agents to their privacy from a position of acute precariousness. It is the individual has to pay for digital equipment, access, and their own necessary digital literacy, thereby funding the processes of purchase, connectivity and training; and it is also the individual who has to acquire the necessary skills and software to protect their privacy in the digital homes that are built by tech elites and surveilled by governments (in the name of security) and corporations (for the sake of profit). The individual citizen is put in a rather impossible situation, in which they must simultaneously procure the tools for the enforcement of the legal guarantees presumably held by the state to protect their rights, and at the same time develop tools to enforce them. In this environment -in which the state undermines privacy in the name of security, commercial interests collude with the state while offering false shelter, and civil society groups hijack the very voice of political engagement -the individual has only one choice: 'hack or be hacked'.
It is the precarious state of rights in the face of these developments that is a particularly thorny problem when individuals and groups engage in leaktivism or public interest hacks to create awareness about a particular ethical problem in the digital political economy, security, intelligence gathering or digital policing.
A case in point, Edward Snowden's leaks of hundreds of thousands of National Security Agency documents. Notwithstanding the conspiratorial tone, the response by the group Anonymous to Snowden's attempt to put surveillance under public scrutiny shows quite poignantly the reaction to the revelations by movements instinctively opposed to quasi-totalitarian models of the digital public sphere:
Your privacy and freedoms are slowly being taken from you, in closed door meetings, in laws buried in bills, and by people who are supposed to be protecting you ... Download these documents, share them, mirror them, don't allow them to make them disappear. Spread them wide and far. Let these people know, that we will not be silenced, that we will not be taken advantage of, and that we are not happy about this unwarranted, unnecessary, unethical spying of our private lives, for the monetary gain of the To be explicit, the main discontent with leaktivism is that corporate-funded leaktivist organizations of various descriptions tend to be involved in aspects of disrupting government intelligence, as well as other civil society organizations funded by either corporate or government actors. 
Conclusion

